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Disclaimer

Every effort has been made to make this documentation as a complete and as
accurate as possible, but no warranty of fitness is implied. The information is
provided on an as-is basis. Riscure shall have neither liability nor responsibility to
any person or entity with respect to any loss or damage arising from the

information contained in this documentation.
The information contained in this document is subject to change without notice.

This tool must be used according to the user guide. Any operation related to
maintenance, repair or calibration must be carried out by qualified personnel.
Consequently, in case of failure, contact Riscure to find out about the procedure to

follow.
Copyright

Copyright (c) 2015 Riscure BV. All rights reserved. No part of this document may
be reproduced nor translated by any means without the written consent of

Riscure.
Manufactured by
Riscure BV

Delftechpark 49, 2628 XJ Delft, The Netherlands
Phone: +31 15 251 40 90, Fax: +31 15 251 40 99

Email: inforequest@riscure.com

Web: www.riscure.com
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What is in the box

In the box you will find the VC Glitcher and all accessories to

connect it to a computer and an oscilloscope.

Box content checklist

riIscurc

Qty | Description Photo Identifier
*)
1 VC Glitcher 2 VCG
1 Power supply unit, 15V DC PSU
input 100 V to 240 V AC, 50 Hz to 60 Hz.
Power cable included (country specific).
1 Communication cable:
- USB, connectors USB-A to USB-B USB
3 Signal cable:
- BNC-SMB, coax, 50 Q, 3 ft. BNC2SMB
BNC-male to SMB-female
1 Low-pass filter:
- cut-off frequency, 1.9 MHz, 50 Q LPF1M9
BNC-male to BNC-female,
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Qty | Description Photo Identifier
*)
1 Impedance adapter:
-50 Q, insert at 1 MQ measurement input IMPA50
BNC-male to BNC-female
1 Smart card for testing and training purposes:
- DES + PIN-verification in software TC6
1 Extension board
This “VC Glitcher- Quick Start Guide”
(*) The identifier is used for reference in this document only.
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What does it do

The VC Glitcher is a plug and play smart card reader with Fault Injection (FI)
capabilities. It executes programmable perturbation patterns on the card’s power
line or clock signal.

®

VC Glitcher

Controlled | » External amplitude
supply St 1 = External pulse
timing = P
VeC CLE [~ Trigger in
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GND
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@ i » Power monitor

Figure 1 Functional overview of the VC Glitcher.

The perturbation signal is available to other types of fault injection devices such as
lasers and electromagnetic pulse probes.

The VC Glitcher is normally used in combination with Inspector, the Riscure side
channel software suite. You can also use the Software Development Kit (SDK) to

developing custom applications that communicate with the VC Glitcher.
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How to build a setup

The following sections describe common fault injection setups using the VC
Glitcher.

For a step-by-step connecting guide of the typical setup (Setup A), go to page 12.

Ve
Setup A - Electric perturbation of a smart card (typical setup)

mnn_]
<

L

Setup B - Electromagnetic perturbation of a smart card

Setup C - Electric perturbation of an embedded target

Setup D - Electromagnetic perturbation of an embedded target

© 2015 VC Glitcher 2 - QSG 2.1 6/33



riIscurc

Setup A - Electric perturbation of a smart card

In this setup, the VC Glitcher submits the smart card to glitches on the power line
or clock line, while the card is processing requests from the computer.

To see the card’s power consumption and the appropriate timing for injection

faults, connect an oscilloscope to the power monitor port.

Estimate the major glitch timing parameters: (a) offset from the start of target
processing, (b) offset to the next clock transition, and (c) a glitch pattern.

|
VC Glitcher : Digital Scope I
- r—=——1! I
power manitor e 22 e I ﬁ Channel A A I
tri t === | External D |
Tgger ou : P :
|
| =
Computer
vee, clk
‘ Inspector
i B} usb T

Figure 2 - Basic setup for the electrical perturbation of a smart card.
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Setup B - Electromagnetic perturbation of a smart card

Additional products required: EM-FI Probe.

In this setup the VC Glitcher controls an external fault injector: the EM-FI probe.

This probe sends electromagnetic (EM) pulses to a spot on the card in order to
cause glitches.

The positioning of the EM-FI probe requires a high precision XYZ-motion platform,
for example the EM Probe Station.

To see the card’s power consumption and the appropriate timing for injection

faults, connect an oscilloscope to the power monitor port.

Estimate the major glitch timing parameters: (a) offset from the start of target

processing, (b) offset to the next clock transition, and (c) a glitch pattern.

Start a surface scan to find the best spot for glitching (hotspot). Fine-tune the glitch

parameters on the hotspot to get the desired fault effects.

- a
VC Glitcher | Digital Scope :
r—=—-1! '
power monitor e 2 e E 9+ Channel A A :
ri 2 b= | External D |
rigger ou : [Trigger I
| ush +—
pulse amplitude L ____
4
i . ,
5 digital glitch A Computer
¥ ' Inspector
%
ush T

Figure 3 - Basic setup for the electromagnetic perturbation of a smart card.
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Setup C - Electric perturbation of an embedded target

Additional products required: Glitch Amplifier, Current Probe

In this setup, the VC Glitcher submits an embedded target to glitches on the VCC

supply line, while the target processes requests from the computer.

You need two extra components, the Glitch Amplifier and the Current Probe. The

Glitch Amplifier amplifies the glitch and delivers the higher supply currents needed

by the embedded target. The Current Probe picks up the power supply current to

the embedded target.

Preconfigure the target to provide a trigger signal for the VC Glitcher. This signal

serves as a timing reference for the perturbation program.

To find appropriate timing for fault injection, connect an oscilloscope to the Current

Probe inserted in the VCC line and observe the power consumption of the target.

Estimate the major glitch timing parameters: (a) offset from the trigger instance,

and (b) a glitch pattern.

VC Glitcher
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trigger in

reset
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Digital Scope
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# A
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Current
Probe

trigger out

7 Trigger

Computer
rs232

for usb) Inspector

embedded target

Figure 4 Setup for electric perturbation of an embedded target.
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6 You may want to remove the capacitors near the embedded
target to get better power consumption readings and better glitch

effects.

ﬁ Do not glitch the circuitry of the RS232/USB communication

peripherals!

§!<,
E¥ER

(X I LFi
g.':::x::au

Figure 5 An example of custom wiring with an embedded target.
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Setup D - Electromagnetic perturbation of an embedded target

Additional products required: EM-FI Probe, Current Probe

In this setup the VC Glitcher controls an external fault injector: the EM-FI probe.
This probe sends electromagnetic (EM) pulses to a spot on the embedded target

in order to cause glitches.

The positioning of the EM-FI Probe requires a high precision XYZ-motion platform,

for example the EM Probe Station.

You need an extra component, the Current Probe. The Current Probe picks up the

power supply current to the embedded target.

To find appropriate timing for fault injection, connect an oscilloscope to a Current

Probe in the VCC line and observe the power consumption of the target.

Estimate the major glitch timing parameters: (a) offset from the trigger instance,

and (b) a glitch pattern.

Start a surface scan to find the best spot for glitching (hotspot). Fine-tune the glitch

parameters on the hotspot to get the desired fault effects.

T —————— 1
VC Glitcher @EC | Digital Scope |
—_— |
1
- X n-qr E Channel A A :
L____]_I External D :
L ¢
v | Trigger |
pulse amplitude o Current : ush +—
- . E Probe | = TTTTTTTTTTTTT
digital glitch o
Computer
rs232
triggerin < trigger out {or usb) Inspector
reset
ush T

embedded target

Figure 6 Setup for electromagnetic perturbation of an embedded target.
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Connecting a typical setup

Preparation: Install Inspector first. This will also install the VC Glitcher USB
drivers. (See Inspector manual for system requirements). Install the VC Glitcher

SDK if you are developing or working without Inspector.

®
(e,

Q)

15vDC

l_ ____________ al
VC Glitch @ | Digital I
C Glitcher LPFIMO  IMPASO | igital Scope :
—_
() BNC2ZSMB | 1
power monitor E% }1 E c;?anllgﬂn': A :
—==- Dl !
trigger out @ BNC25MB +Eﬁiegrgﬂ:r| :
| "1 mohm usb
e _ a
USE
Computer
@ | Inspector @
iE
@ Use
. ust

Figure 7 Order of connections for a typical VC Glitcher setup.
Take the following steps:

1. If the Channel A input impedance is 1 MQ, add the impedance adapter
IMPASO0. Leave it out otherwise.

2. Connect filter LPF1M9 to the input channel (or IMPAS0).

3. Connect power monitor of the VC Glitcher with a BNC2SMB cabile to filter
LPF1MO.

4. Connect trigger out of the VC Glitcher with a BNC2SMB cable to the External
trigger channel.

5. Connect the VC Glitcher with a USB cable to the computer.

6. Connect the scope with a USB cable to the computer.
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Plug the output of the PSU into the 15VDC socket of VC Glitcher.
Plug the input of the PSU into a mains power socket.

riIscurc

= On the computer, Windows will detect the VC Glitcher and register it as plug

and play USB device. Drivers will be installed if needed.

9. Start Inspector, if the application is not yet open.

Inspector will recognize the VC Glitcher as a compound device.
To verify this, select Tools >> Hardware Manager >>Devices >> Fragment
glitcher, I/O devices, Raw I/O devices, VC Glitchers.

[ EEEE—

Figure 8 Highlighted references of device types registered for the VC Glitcher.
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10.Insert a (training) smart card with contact pads forward and on bottom-side.

Your setup is now ready for configuring and executing perturbations!

@ A smart card can be safely inserted and removed while the VC

Glitcher is powered.

A Do not unplug the power or USB cable while the VC Glitcher is
: being initialized by Inspector.

© 2015 VC Glitcher 2 - QSG 2.1 14 /33



When to apply an impedance adapter
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Transfer of analog signals between devices are standardized using 50 Q coax

cables.

Connecting a 50 Q impedance source to a scope using 50 Q coax cable

Sender

(a)

500 ) ¢

output

(b)

IMPAS0

Receiver (or Digital Scope )

input

i}
500

Figure 9 Connecting a 50 Q source to a scope.

1 MQ

For the best quality of transfer, output and input must have a matching 50 Q

impedance (Figure 9, a). If the receiver only has a 1 MQ input (Figure 9, b) and

distortions or echoes aren’t acceptable, then a 50 Q impedance adapter must be

prefixed to the input connector. Be aware that the received amplitude will now be

half of the sent amplitude.

Connecting a low impedance source to a scope using 50 Q coax cable

Sender

output

(d)

Coa) s

Receiver (or Digital Scope )

input

1 MQ

Figure 10 Connecting a low impedance source to a scope.

The 1 MQ input is suitable for the accurate handling of rising/falling edges of digital

signals.
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Which low-pass filter to choose

The goal of analog to digital conversion is a reliable representation of the
measured analog signal. The quality of this representation is influenced by the

sample rate and quantization precision.

The original signal can be reconstructed if the sample rate is at least two times

the highest frequency present in the signal (Nyquist/Shannon-theorem).

Minimum and recommended sample rate
To speed up data analysis, the sample rate must be kept as low as possible. To be
able to lower the sample rate, apply a low-pass filter. The filter removes unwanted

high frequencies from the signal.

Physical low-pass filters however do not have an ideal cut-off characteristic. Sub-
sampling artefacts will show up when the signal is sampled at the (theoretical)
Nyquist rate. The recommended sample rate therefor is at least four times the
LPF cut-off frequency.

0dB frnax : highest frequency of interest
-3dB feo : cut-off frequency of filter, < fy, /2
fry : Nyquist frequency, =fs /2
fs : sampling frequency, 2 4 .,
» Hz Choose combination f,,f; such that:
fmax fco fNy fS fmax < fcr_) < fS /4

Figure 11 Balancing the filter cut-off frequency and the recommended sample rate.
Frequencies of interest are:

= The clock frequency of the central processor unit (CPU), usually defined by an
internal clock.

= The clock frequency of crypto core(s), which could be different than those of
the CPU.
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Focus of interest Clock Low-pass filter Scope
frequency cut-off frequency sample rate
(identifier) (recommended
minimum).
Patterns in the overall
operation,
perat 1 MHz — 160 MHz | 1.9 MHz (LPF1Mm9) ™ > 10 MSals
for example a crypto
algorithm
. N 1 MHz — 40 MHz | 50 MHz (LPF50M) > 200 MSa/s
Details of a specific
operation 40 MHz — 80 MHz | 90 MHz (LPF90M) ™ > 400 MSa/s
for example a crypto round 80 MHz — 160 MHz | 200 MHz (LPF200M) @ | = 800 MSa/s

M There are cases you may desire to sample at a lower rate than the CPU clock

frequency. This has consequences for the LPF. Use an LPF with a cut-off

frequency < 7 of the desired sample rate!

@ These filters are not supplied with the VC Glitcher.

© 2015
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How to verify your setup

To check whether your setup is correct, perform the next checks in order:

1. Is the VC Glitcher powered?
2. Is the VC Glitcher recognized by the computer?
3. Is the VC Glitcher responding to commands?

Please ensure that each step is successful, before proceeding to the next one. If

not successful, refer to page 23 for solutions.

Check 1 - Is the VC Glitcher powered?

If the VC Glitcher is powered, the front LCD display lights up.

After power on, the LCD display shows a message with the VC Glitcher product

version and copyright string.

UC Glitcher 2.8

(Crz2Bll. Risc

Figure 12 Sample message after power on.

Check 2 - Is the VC Glitcher recognized?

1. To be recognized as plug and play product, the VC Glitcher device driver must

have been registered with Windows. Driver registration is normally part of

¢ the installation of Inspector;
¢ the installation of the VC Glitcher SDK.

2. To verify VC Glitcher driver registration, follow the next steps

e Open in Windows the Device Manager

e Unfold category Universal Serial Bus controllers;

© 2015 VC Glitcher 2 - QSG 2.1 18/33



e Find driver entries with names starting with “VC Glitcher 2.x”.

File Action View Help

&= = HF

4 = PC26

> .78 Computer

b -y Disk drives

> B Display adapters

b -4 DVD/CD-ROM drives

> ’3\5 Human Interface Devices
g IDE ATASATAPI controllers
<= Keyboards
> --ﬂ Mice and other pointing devices
- Monitors
-} Metwork adapters
-l Other devices

@ Smart Card

e I T T T T T

,..a Pico Technelogy Instruments
> 75 Ports (COM & LPT)
b I Processors
b j Smnart card readers
b -% Sound, video and game controllers
bl Systemn devices
( 41§ Universal Serial Bus controllers )

a ubye UI-224x Series
a USE Composite Device
a USE Composite Device
- § USB Root Hub

a USE Root Hub

- § USB Root Hub

a USE Root Hub

.. 1§ VC Glitcher 2.x
.. §§ VC Glitcher 2x loader

H Intel(R) N10/ICH7 Family USE Universal Host Controller -
a Intel(R) N10/ICH7 Family USE Universal Host Controller -
a Intel(R) N10/ICH7 Family USE Universal Host Controller -

a Intel(R) N10/ICH7 Family USE Universal Host Controller -
a Intel(R) N10/ICH7 Family USB2 Enhanced Host Controller - 27CC

27C8
2709
2TCA
27CB

riIscurc

Check 3 - Is the VC Glitcher responding to commands?

Preparation:

Insert training smart card TC6.

Build the setup according to Figure 7.

1. In Inspector, select Perturbation >> Voltage/Clock >> Smart Card >>

Protocol.
The SC Perturbation dialog opens.
2. Select tab [General]:

e Set ‘Accept measurements with errors’ to checked;

e Set ‘Limit errors’ to unchecked;

© 2015 VC Glitcher 2 - QSG 2.1
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3. Select tab [Measurement Setup]:
e From ‘Oscilloscope’ list, select Sine Generator;

e Leave all other parameters as-is.

4. Select tab [Glitch]:

From ‘Glitcher’ list, select VC Glitcher [serial number];

From ‘Glitch mode’ list, select VCC;

From ‘Clock speed’ list, select 1M Hz;

Set ‘Number of Wait/Glitch sequences’ to 1,

Set ‘Number of glitches per clock cycle’ to 1.

5. Ignore settings in tab [icWaves Setup].

6. Select tab [Perturbation]:

e Set ‘Number of measurements’ to Fixed, 100;

e Set ‘Glitch voltage’ to Fixed, -1.0 V,

e Set ‘Vcc voltage’ to Fixed, 3.3 V;

e Set ‘Clock high voltage’ to Linked to VCC,;

e Set ‘Clock low voltage’ to Fixed, 0 V;

e Set ‘Wait cycles 1’ to Fixed, After trigger, and 1k cycles
e Set ‘Glitch cycles 1’ to Fixed, 10 cycles;

e Set ‘Glitch offset 1’ to Fixed, and 20 cycles;

e Set ‘Glitch length 1’ to Fixed, and 30 ns;

7. Select tab [Target]:

e From ‘Protocol’ list, select Training card 6 (as printed on the inserted card);
e From ‘Data generator’ list, select Fixed data;

e From ‘Trigger phase’ list, select Crypto command;

e Set ‘Stop protocol after trigger’ to unchecked;

e From Protocol settings ‘Algorithms’ list, select DES;

e From ‘1/O device’ list, select VC Glitcher [serial number];

e Set ‘Low level communication logging’ to checked.

© 2015 VC Glitcher 2 - QSG 2.1 20/33
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Summary of glitching settings:

With the chosen card clock frequency of 1 MHz the perturbation program
starts 1000 us ( = 1000 * 10°® s/cycle) after receiving the trigger (training card
6 starts execution of crypto command). This program will fire in 10 consecutive
clock cycles a 30 ps down-glitch of the Vcc with -1 V, each fired 20 ns after the

rising edge of the card clock signal.

8. Press button |Z[ to accept the values entered and close the dialog.

9. Inspector immediately starts the acquisition with sending a commands to the
smart card. The acquisition is expected to complete within a few seconds.
10. A trace window opens and displays the simulated sine wave.
11.Observe panel Out at the bottom of the screen.
The bytes exchanged with the smart card are listed as hexadecimal value
pairs. Communication is indicated by direction arrows “>” (sent by Inspector)
and “<” (received from smart card).
Scroll down to the last line.
The card should finish its response by sending bytes ‘90 00’, indicating a

successful completion of the command request.

[N T -
C> 00 CO 00 00 08
R Qut

C< D%

C< C2

C< B9

C< 51

C«< F2

C< 76

C< 98

C«< &4

C< 80

C< 00

< D9 C2 B9 51 F2 76 98 64'90 ﬂﬂ' -
Status Traces — Samples

Ready available 40 displayed:0 =selected:0 available: 100 (1000 J000010203040506D9C2B951F276 9364
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How to control with custom applications

Setup for application development

VC Glitcher Computer

Your application

VC Glitcher
SDK

Figure 13 Using the SDK to communicate with the VC Glitcher.

T logic

ush

VC Glitcher SDK

Use the VC Glitcher Software Development Kit (SDK) if you want to communicate

with the VC Glitcher in your own application.

The SDK is a software package containing code libraries that implement the VC

Glitcher Application Programming Interface (API).

The API provides building blocks that enable your application to exchange data
with the VC Glitcher and the smart card.

The SDK contains:

» Full documentation of the API;

= Header files and library files to be linked with your C/C++ source code;
= Python script files with examples of API usage;

= VC Glitcher USB device drivers.

The current Windows version supported by the SDK is Windows 7.

For more information, visit the Riscure Support Portal, https://support.riscure.com.
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Help and troubleshooting

Common problems

@ Connecting USB First connect the VC Glitcher with the USB cable to
cables the computer, then power the VC Glitcher.
The LCD display shows CAUSE: Occurrence of cable glitches when setting
full screen of white dots. up the USB connection.
SOLUTION:

= Unplug the PSU from the VC Glitcher.
= Re-seat the USB cable connectors
* Plug the PSU into the VC Glitcher.

Inspector - Module Execution CAUSE: Card was inserted upside down. The
Error: acquisition module could not communicate with the
“CANNOT RUN MODULE card.

<path>\ScopeAcquisition.class” ) _ _
SOLUTION: Re-insert the card with contact pads first

and downwards.

Figure 14 Correct insertion of a smart card
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VC Glitcher is not working. CAUSE: The VC Glitcher has not been initialized
The display shows a full correctly. This may happen when power or
progress bar: communication to the device is lost during the

initialization.

SOLUTION: The VC Glitcher needs to be re-
initialized with factory settings.

Please contact Riscure Support.

Interoperability issues

VC Glitcher 1.x This generation of products is not capable of glitching

embedded targets.

VC Glitcher initialization

Inspector tools and software are continuously improved. Newer Inspector versions
expect certain parameters to be reported by old hardware too. This problem of

backward compatibility is solved by a process called hardware initialization.

Consider the case when two or more versions of Inspector applications are open in
Windows at the same time. Only one, the ‘active’ Inspector, is having the focus of
user control. When this active Inspector is accessing a VC Glitcher for first use, its
firmware will be temporarily updated by a process called ‘initialization’. Inspector
requests the user to confirm the initialization and, unless explicitly making it
permanent, the initialized state lasts until a power-off or a next initialization by one
of the other Inspector applications. Windows notifies the user when an initialization
process is ready to start.

(@& Temporary Firmware Update
= VC Glitcher is to be temporarily updated to version

2b.2.2, Click here to rmake the change permanent.
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An ongoing initialization process is visible on the LCD display by a progress bar,

and usually takes only a few seconds to complete.

\ Do not unplug the power or USB cable while the VC Glitcher is being
|

initialized!
An aborted initialization will corrupt the VC Glitcher and will make it

inoperable.

Still have questions?

1. Go to the Inspector Help menu, and read detailed information on the VC
Glitcher device.
2. Visit the Riscure Support Portal on the internet:

https://support.riscure.com.
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Technical specifications

Operational conditions
= Room temperature 20 - 30 °C (68 - 86 F).

\ Do not block the ventilation holes of the VC Glitcher.
r

A blocked air flow may cause malfunction.

@ Maintain stable environmental conditions (temperature, humidity, airflow

etc.) in order to reliably repeat tests and compare test results.

@ Turning OFF the VC Glitcher is not required but recommended when not

used for an extended period of time.

Power supply input

= 15VDC

= Center-positive plug, inner-@ 2.5 mm, outer-@ 5.5 mm.

\ Use of a PSU other than supplied by Riscure is not supported.
r
Power spikes may cause internal damage and loss of accuracy.

Current measurement circuit

= Enabling general power consumption monitoring.

= Virtually zero-ohms for high bandwidth.

= Software configurable offset -30 .. 0 mA.

= Amplifier, low noise 26 pA / YHz @ 100 kHz, high bandwidth -3 dB @ 1.5 GHz.

Internal logic

»= Dedicated CPU (FPGA), 100 MHz
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= 2 kB data memory (512 x 32 bits), smart card communication buffers and glitch
parameters.

= 4 kB instruction memory (2k x 16 bits), glitch program.

Card power control

= Card power supply Vcc configurable 0.0 ... 6.6 V, default 3.3 V.

Card clock control

= Software configurable frequency 1 MHz, 2 MHz, 3 MHz or 4 MHz.
= Unsharpened square wave (low harmonics).

= High and low voltage level individually configurable 0.0 ... 6.6 V.

Glitch control

= One of three exclusive perturbation targets: VCC, CLK or OPT (external fault
injector).

= Glitch amplitude programmable -7.4 V ... +4.2 V in 2 mV steps.

= Glitch width programmable 2 ns ... 2*! ns in 2 ns steps (for external glitch,

minimum width 4 ns).
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Vmax Tl—
6.6V 1
A A=7.4V +h<42V
|
|
33V Vee, CLK Vee, CLK : |
| | l
Yy | —‘ | '
|
oV Y ;
VminLL
Normal Extended Down glitch Up glitch
operational operational clipping clipping
level level

Figure 15 Operational voltage levels and the clipping of glitched signals.

Clipping level Value | Condition (no card present)
VCC-glitching, Vmin -1.00V | @ VCC=3.3V, glitch=-7.4 V
VCC-glitching, Vmax 850V | @ VCC=6.6V,glitch=+4.2V
CLK-glitching, Vmin -0.95V | @ CLK-low= 3.3V, glitch=-7.4V
CLK-glitching, Vmax 8.00V | @ CLK-high=6.6 V, glitch=+4.2 V

Table 1 Hardware determined clipping levels measured in the unloaded case (no

© 2015
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= Dimensions: 220.00 x 169.50 x 34.63 [mm], 8.661 x 6.673 x 1.363 [inch] (L x W
X H).
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Table 2 Details of interfaces and functions.
Port | Label Description
Al | - LCD Display with two character rows
A2 | - Smart card slot
B1 | power monitor Signal proportional to the power consumption of the smart card.
B2 | vcc SMB. Buffered output. Linear signal (-1.0 ... 8.5 V)
Duplicate of smart card pad VCC signal (glitches included).
B3 | clk SMB. Buffered output. Linear signal (-0.95 ... 8.0 V)
Duplicate of smart card pad CLK signal (glitches included).
B4 | analog glitch 1 | SMB. Buffered output.
Linear signal (-1.0 ... 8.5 V) for an external fault injector combining pulse
amplitude and digital glitch.
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Port | Label Description

B5 | reset SMB. Buffered output.
Duplicate of smart card pad RST signal.

B6 | I/O SMB. Buffered output.
Duplicate of smart card pad I/O signal.

B7 | trigger out SMB. Buffered TTL output.
Binary timing reference signal for external hardware.
A rising edge signals the completion of a command transfer to the smart
card. This port is usually connected to the trigger port of an
oscilloscope.

B8 | triggerin SMB. CMOS level input.
Binary timing reference signal from an external source.
The VC Glitcher can use the rising/falling edge to start execution of a
perturbation program.

B9 | power down SMB. CMOS level input.

trigger 12 Binary warning signal from an external source.

The VC Glitcher can use the rising/falling edge to stop all interaction
with the target immediately.

B10 | pulse amplitude | SMB. Buffered output.
Linear signal (0.0 ... 3.3 V) for an external fault injector defining the
glitch amplitude: 0 V = 0% power, 3.3 V= 100% power.

B11 | digital glitch SMB. Buffered output.
Binary switch signal for an external fault injector to activate the glitch
while the signal level is high (= 2.4 V).

Cl |usb USB 2.0 port. Type USB-B.
Communication link with a computer.

c2 | 15v 15 V DC. Power supply input.

M This is a legacy device signal. Transient effects, especially overshoot, make it

not appropriate for controlling perturbance power. External fault injectors must be

controlled exclusively by the pulse amplitude and digital glitch signals.

2J The power down trigger (PDT) is used to prevent the target from getting into a

state where it would trigger certain countermeasures e.g. wipe keys or apply
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damage to itself. A PDT signal can be produced by a pattern recognition device

e.g. icWaves from Riscure.

<« power monitor
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< reset
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Figure 16 Top view of the VC Glitcher
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Extension board

The VC Glitcher comes with a smart card extension board (thickness 0.8 mm).
This board can carry the smart card and can be inserted into the card slot. The
board enables (EM) probing experiments which require physical access to the

smart card.

ISO/IEC 7816-2
smart card pad layout

(Supply voltage) VCC [0] (s)
(Reset signal) RST

(Clock signal) CLK
(Reserved for future use) RFU @ [@]

GND (Ground)
VPP (Variablesupply voltage)

1/0 (Datainput/output)

RFU (Reserved for future use)

Figure 17 Numbering and function of smart card pads.
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Declaration of conformity

EC-DECLARATION OF CONFORMITY

Suppliers Details
Name
Riscure BV,
Address
Frontier Building, Delftechpark 49, 2628 XJ Delft, The Netherlands

Product Details

Product Name
Inspector
Model Name(s)
VC Glitcher
Trade Name
Riscure

Applicable Standards Details

Directives:
e LVD (2006/85/EC) - EMC directive (2004/108/EC)

Standards:

« IEC 60825-1; IEC 320 C8; IEC 60950-1; 21 CFR 1040; ANSVESD
$20.20:2007; BS EN 61340-5-1:2007, EN55022-B; EN61000-4-2, 4-5;
CISPR 11; CISPR22-B; UL 1950

Supplementary Information

The appliance fulfils the relevant requirements of the EMC-directive and the LVD-
directive according 1o our technical documentation TCD-VC Glitcher.

Declaration

| hereby declare under our sole responsibility that Nome Issued Date

the product(s) mentioned above to which this Or.ir. E-Gi de Beer / I —

declaration relates complies with the above Technical Director

mentioned standards and Directives e =
R

Riscure B.V. — 4 /ﬂ«( e

Frontier Building

Delftechpark 49 .

2628 XJ Delft Signature of representative

The Netherlands

Telne: +31 (0) 15251 4090
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